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About this Guide

This guide discusses the architecture, setup and configuration steps required to
successfully integrate single sign-on, using the Nomidio Identity Provider. For
applications which support OpenlD Connect, OAuth 2.0, or SAML 2.0 standards.

Certification

Nomidio is a member of the OpenlD Foundation and has certified that Nomidio IDP
conforms to the Basic OpenlD Provider profile of the OpenlD Connect™ protocol. For
more information about the OpenlD Foundation and the certification see OpenlD
Certification.
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Overview

Nomidio IDP provides secure multi-factor biometric user authentication via a user’'s web
browser, without the need for any additional applications or passwords.

Prerequisites

Nomidio IDP is a cloud hosted Software-as-a-Service, so the only prerequisite for using
Nomidio IDP is that your applications or websites support the OpenlD Connect, OAuth
2.0, or SAML 2.0 standards for user authentication.

What is Covered

This guide will take you through the process of enabling sign-on with Nomidio IDP for
your enterprise applications. This requires the following steps:

Subscribe to the Nomidio IDP product in AWS marketplace

Register your company details and create your Nomidio administrator account
Register your application details in Nomidio Admin Service

Configure your application with the Nomidio IDP details

Architectural Overview
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Setting up a Nomidio IDP Subscription

In order to use Nomidio IDP you will need to subscribe to the Nomidio IDP product in the
AWS Marketplace and enrol your company. On subscribing to the product you will be
redirected to the Nomidio IDP onboarding portal.

Nomidio IDP Onboarding Portal

The onboarding portal allows you to enter enterprise details and create a Nomidio
administrator account for the setup and management of the Nomidio IDP integration.

Enterprise And Connect Region Details

Nom:2io \ormicio 0P | Register
ey

To complete your

You will then be ready to log Nomidio product configuration

Get started

Y, Copyright © PQ Solutions Limited.
NomiDio fracroe

The first step of the onboarding process is to input the company name and select a
region for your enterprise.

Nomiio oo op | Register
ety s arden

Let's get started

Please select the region where you will use Nomidio (cquc2)

[ UK & Ireland

Nomi')io Copyright € PQ Solutons Limited.
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Administrator Account Creation

The next step of the process is to create a Nomidio administrator account. Upon creation
of the account, a verification email, containing a one time pin, is sent to the provided
email address.

NomiDio Nomicio 10P | Register

identity as a service.

Create Administrator
Please provide an email for the administrator.

Email address (required)

jean.grey@bravo-finance.com

You'll need access to this email address to verify your account

| accept the Terms of Service and have read the Privacy Notice

Nomi')io Copyright © PQ Solutions Limited.

Rty Al rights reserved,

Email Verification

Nomiio nomidio 0P | Register
identity as a service

Administration email confirmation

APIN has been sent to the email at jean. i .com

Please enter the PIN from the email (requrec)

123456

Didn't get the PIN email? Request another.

Entered the wrong email? I jean.grey@bravo-finance.com s the wrong email, you can change your email.

'D' Copyright @ PQ Solutions Limited.
NomiDio el

identity as o service
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Nomidio ID Registration

Once the administrator email has been verified, the administrator will be able to create a
Nomidio ID account. This is required for access to the Nomidio Admin Service.

NomiDio nomidio 0P | Register

identity as a service

Nomidio ID Registration
Nomidio uses passwordless authentication for the admin portal.

You will need to have a Nomidio ID in order to manage your Nomidio
product.

Nom;l)io Copyright © PQ Solutions Limited.
identity as a service

Al ights reserved.

The onboarding process will take the administrator to the Nomidio ID registration page,
where they will need to provide consent and register their biometric profile for Nomidio ID
passwordless login.

Nom:Dio ®

We need your consent

To create your Nomidio ID we will need to collect your name, mobile number and email address, as well
as your biometric voiceprint and faceprint. We will use this to help you verify your identity with other
companies. We will always ask for your permission before verifying your identity with a new company
and we will never share your biometric data with anyone unless required to do so by law.

When we verify you on a phone call we may send you an SMS text message to initiate a face check.

You will be able to withdraw your consent and manage your other privacy preferences via the web
application at any time.

You must agree to the following to proceed:
© | consent to my personal information being used to create my Nomidio ID.
© | confirm that | have reviewed and accept the Terms of Use.

© | confirm that | have reviewed the Privacy Notice.

Q Post-Quantum
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Ngm[yni')io Nomidio IDP | Register

Your Nomidio subscription is complete!

You have been sent a welcome email, which contains a link to the Nomidio
Admin Service.

From the Nomidio administration account you will be able to configure the
Nomidio service including generating the credentials needed to access the
Nomidio service.

=~
Copyright © PQ Solutions Limited.

Once the administrator account is created the user is redirected to the Nomidio Admin
Service where they can create the OpenlD and SAML client credentials required to
integrate with Nomidio IDP authentication. The administrator should also receive a
welcome email which will include a link to the Admin Service.

|dentity Provider Setup

In order to use Nomidio IDP for your enterprise websites or applications, start by looking
at the relevant identity provider setup guide for the application. This will require certain
IdP configuration details that will need to be obtained by registering your application's
details via Nomidio Admin Service.

OpenlID Connect

The OpenlID Connect Relying Party (client) configuration will require a client id and secret
which are obtained when an OpenID Connect client is created via the Nomidio Admin
Service (see Nomido IDP Admin Guide - Registering an OpenlID Connect Client.)

If the application supports OpenlD Connect Discovery configuration then that can be
done by providing the Nomidio discovery URL:

In the case of static configuration, use the following endpoint details as required:
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Authorization https://api.aws.idp.nomidio.idaas.io/oauth/authorize

Token https://api.aws.idp.nomidio.idaas.io/oauth/token

Issuer https://api.aws.idp.nomidio.idaas.io

Jwks https://api.aws.idp.nomidio.idaas.io/well-known/jwks.json

User info https://api.aws.idp.nomidio.idaas.io/openid/userinfo
SAML 2.0

The Nomidio SAML IdP issuer (entity id), certificate and metadata are unique per Service
Provider (client) and can be obtained when creating the SAML client via the Nomidio
Admin Service (see Nomido IDP Admin Guide - Registering SAML Client Details.)

The Service Provider should be configured to use HTTP-Redirect or HTTP-POST bindings
for making a SAML request and the Nomidio IDP Single Sign-On URL is:

https://api.aws.idp.nomidio.idaas.io/saml2/sso

The Service Provider may also require configuration of the user info attribute mappings
(see Nomido IDP Admin Guide - SAML Attribute Profiles.)

Sign in Button

The application sign in button should include the Nomidio ID logo and text should be
either “Nomidio ID” or “Sign in with Nomidio ID".

The Nomidio ID icon can be obtained from the links below:

https://docs.nomidio.io/images/nomidio_id.png
https:/docs.nomidio.io/images/nomidio_id.svg

Nomidio IDP Access Management

Nomidio IDP access management is configured via the Nomidio Admin Service screen

and is needed to provision Nomido as an Identity Provider for applications.

Nomidio Admin Service can be accessed at https:/admin.nomidio.idaas.io. For further
details on access management configuration see the Nomidio IDP Admin Guide.
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Once logged in the administrator is able to:

NomiDio

identity as a service

B

Enterprise Management

Admin Management Enterprise Management

P @

User Management
Enterprise Name

Bravo Finance

IDP

)

Audit Enterprise Code
BDB5AF27-9639-4F89-93B6-417CADA16279

Privacy Policy
(not set)

Supplier Code
NOMIDIO

Update the enterprise name and privacy policy URL (click “Edit” button)
Create the OpenlD Connect and/or SAML clients needed for your applications
Create and manage access groups for your users

Assign access groups and manage security requirement for your applications
Add, edit permissions and disable enterprise admin accounts

View enterprise usage for the current and previous month

Add corporate domains and manage/invite new users

View audits
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